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ABSTRACT

Cloud computing promises to significantly change the way we use computers and
access and store our persona and business information. With these new computing and
communications paradigms arise new data security challenges. Existing data protection
mechanisms such as encryption have failed in preventing data theft attacks, especially those
perpetrated by an insider to the cloud provider. We propose a different approach for securing
data in the cloud using offensive decoy technology. We monitor data access in the cloud and
detect abnormal data access patterns. When unauthorized access is suspected and then verified
using challenge questions, we launch a disinformation attack by returning large amounts of
decoy information to the attacker. This protects against the misuse of the user’s real data.
Experiments conducted in alocal file setting provide evidence that this approach may provide

unprecedented levels of user data security in a Cloud environment.
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MITIGATING DATA THEFTS

1. INTRODUCTION

1.1 PROJECT SCOPE

The project is titled as “Mitigating Data Thefts”. This software provides facility for
accessing a user’s profile online. The user needs to sign up or register using his/her respective
details. He/she has to give two-way steps of security. One is the time limit which she/he can
access the profile and the other one is the security question. Last but not the least password

should also be given for authorizing.

1.2 PROJECT PURPOSE

This project has been developed to improve the security measures for any kind of
applications. This System will help the important files or data to be saved from unknown
hackers or illegitimate users. It is a different approach for securing data in the cloud using
offensive decoy technology. We monitor data access in the cloud and detect abnormal data
access patterns. When unauthorized access is suspected and then verified using challenge
guestions, we launch a disinformation attack by returning large amounts of decoy information

to the attacker. This protects against the misuse of the user’s real data.

1.3 PROJECT FEATURES

The main feature of this project is security for your files. We have a user Login and an
Admin login where an admin can keep track of number of authorized users and attackers. In
thisway we get to know who aretrying to access our fileswith out our knowledge and can take
respective measures towards it. The page is designed dynamically giving fast responses from
server. The three measures we are using for our security purpose are password, security
guestion and time limit where we can access. The user can come and visit his profile in his
respective timing of access only. The admin updates the no of attackers and real users. The
important and confidential datais secured in this way.

CMRTC 1
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2. SYSTEM ANALYSIS

SYSTEM ANALYSIS

System Analysisisthe important phase in the system devel opment process. The System
is studied to the minute details and analysed. The system analyst plays an important role of an
interrogator and dwells deep into the working of the present system. In anaysis, a detailed
study of these operations performed by the system and their relationships within and outside
the system is done. A key question considered here is, “what must be done to solve the
problem?” The system is viewed as a whole and the inputs to the system are identified. Once

analysisis completed the analyst has a firm understanding of what is to be done.

2.1 PROBLEM DEFINITION

A detailed study of the process must be made by various techniques like interviews,
guestionnaires etc. The data collected by these sources must be scrutinized to arrive to a
conclusion. The conclusion is an understanding of how the system functions. This system is
called the existing system. Now the existing system is subjected to close study and problem
areas are identified. The designer now functions as a problem solver and tries to sort out the
difficulties that the enterprise faces. The solutions are given as proposals. The proposal is then
weighed with the existing system analytically and the best one is selected. The proposal is
presented to the user for an endorsement by the user. The proposal is reviewed on user request
and suitable changes are made. This is loop that ends as soon as the user is satisfied with
proposal.

2.2 EXISTING SYSTEM

Existing data protection mechanisms such as encryption have failed in preventing data
theft attacks, especially those perpetrated by an insider to the cloud provider. Much research in
Cloud computing security has focused on ways of preventing unauthorized and illegitimate
access to data by developing sophisticated access control and encryption mechanisms.

However, these mechanisms have not been able to prevent data compromise.

CMRTC
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221 LIMITATIONSOF EXISTING SYSTEM
e Datatheft
e Unauthorized and illegitimate access

e Prevention of data compromiseis not achieved

2.3 PROPOSED SYSTEM

We propose a completely different approach to securing the cloud using decoy
information technology, that we have come to call Fog computing. We use this technology to
launch disinformation attacks against malicious insiders, preventing them from distinguishing
thereal sensitive customer datafrom fake worthlessdata. The decoys, then, servetwo purposes:

(1) validating whether data access is authorized when abnormal information access is
detected, and

(2) confusing the attacker with bogus information.

2.3.1 ADVANTAGESOF THE PROPOSED SYSTEM

e Moreagile

e Economica

e Easily maintained

e Centralization of infrastructure and data
e Efficient and reliable

e Moresecure

24 FEASIBILITY STUDY

Thefeasibility of the project isanalysed in this phase and business proposal is put forth
with avery general plan for the project and some cost estimates. During system anaysis the
feasibility study of the proposed system isto be carried out. Thisisto ensure that the proposed

system is not a burden to the company.

Three key considerationsinvolved in the feasibility analysis are

e Economic Feasibility

CMRTC
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« Technical Feasibility
« Social Feasibility

24.1 ECONOMIC FEASIBILITY

The developing system must bejustified by cost and benefit. Criteriato ensure that effort
is concentrated on project, which will give best, return at the earliest. One of the factors, which

affect the development of a new system, isthe cost it would require.

Thefollowing are some of the important financial questions asked during preliminary
investigation:
The costs conduct a full system investigation.

e The cost of the hardware and software
e The benefitsin the form of reduced costs or fewer costly errors.
Since the system is developed as part of project work, there is no manua cost to spend
for the proposed system. Also, all the resources are already available, it gives an indication of

the system is economically possible for devel opment.

242 TECHNICAL FEASIBILITY

Thisstudy iscarried out to check the technical feasibility, i.e., the technical requirements
of the system. Any system developed must not have a high demand on the avail able technical
resources. The developed system must have a modest requirement, as only minimal or null

changes are required for implementing this system.

243 BEHAVIORAL FEASIBILITY
This includes the following questions:

e Isthere sufficient support for the users?

e  Will the proposed system cause harm?

The project would be beneficial because it satisfies the objectives when developed and
installed. All behavioural aspects are considered carefully and conclude that the project is
behaviourally feasible.

CMRTC
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2.5 HARDWARE & SOFTWARE REQUIREMENTS
251 HARDWARE REQUIREMENTS

Hardware interfaces specifies the logical characteristics of each interface between the
software product and the hardware components of the system. The following are some

hardware requirements.

Processor - Pentium -1l

Speed -1.1Ghz

RAM - 256 MB (min)

Hard Disk -20GB

Floppy Drive -1.44MB

Key Board - Standard Windows Keyboard
Mouse - Two or Three Button Mouse
Monitor - SVGA

2.5.2 SOFTWARE REQUIREMENTS

Software Requirements specifies the logical characteristics of each interface and software

components of the system. The following are some software requirements:

Operating System : Windows95/98/2000/X P
Application Server : Tomcat5.0/6.X

Front End :HTML, Java

Scripts . JavaScript.

Server side Script : Java Server Pages.
Database : MySQL

Database Connectivity : JDBC.

CMRTC
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3. ARCHITECTURE

3.1 PROJECT ARCHITECTURE

The Project Architecture shows the overview of the project. It shows how a user gets
hisdataor file depending up on whether he/sheisreal user or attacker. The detailed architecture

is explained below:

System
Legitimate User ACFual
. : access | file
w Register/ Upload
Login Download
User
Attacker access Decoy
file

Fig 3.1 Project Architecture of Mitigating Data Thefts

3.1.1 DESCRIPTION

The user tries to register or login to access higher files. When unauthorized access is
suspected and then verified using challenge questions, we launch a disinformation attack by
returning large amounts of decoy information to the attacker. The user gets afile irrespective
of areal user or attacker. But attacker gets a decoy file which he thinks he got an actual file but
actualy not. A legitimate user gets his/her actual file provided he passes through all three
security measures. In this way our data is secured from attackers. Decoy file puts an attacker

into the belief that he/she got an actual file. Thisismethod isideal for securing important data.

CMRTC
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3.2 MODULES

3.21 ADMIN

Admin checks overall process and verify whether it is an authorized or unauthorized user.
If it encounters authorized user, then it views user details and uploaded details.

In case it encounters unauthorized user, it throws decoy data.

3.22 USER
User can register to the account and login.
He/she can upload details or even view uploaded details.

User has to answer the security questions to make them categorize as authorized or

unauthorized user.

He/she can download files and view alerts.

CMRTC 7
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3.3 USE CASE DIAGRAM

In the use case diagram, we have basically two actors who are the user and the
administrator. The user can register, login, view related files, has to answer the security
guestion, download file. The admin verifiesthe user, checksthe user login time, knowswhether

it is attacker or not and sends decoy documents.

l

1
!
check user login time D

!
upload user files
1

U
view user related files ¥

1
1

answer the security questions 2

1
1

download file -

USER

decoy documents %

Fig 3.2 Use Case Diagram for Mitigating Data Thefts
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34 ACTIVITY DIAGRAM

It describes about flow of activity states.

Start

USER LOGIN ADMIN LOGIN

check user login tim

download fi

view user detai
iew uploaded

End Process

Fig 3.3 Activity Diagram for Mitigating Data Thefts
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3.5 CLASSDIAGRAM

Class diagram is a collection of classes and objects.

CMRTC

ser name
Password

eck user login time
ew user detail 1
iew uploaded details

ive decoy documents

Fig 3.4 Class Diagram for Mitigating Data Thefts
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3.6 SEQUENCE DIAGRAM

The sequence diagram is a type of interaction diagram because it describes how—and
inwhat order—agroup of objectsworkstogether. It showsthe processesin asequential manner

between user and admin.

X = B3 G
O:
i

User |
1 Admin
1 ! 1
1 ! ]
! Allow new user ﬁ
check user login t ime
upload user file b
view files
answer the security question
download file > » J
‘ “ 1 ﬁ
1
| : 1 !
i | I
] r-1 T
view alert b

dcoy documents

Fig 3.5 Sequence Diagram for Mitigating Data Thefts
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4 IMPLEMENTATION

4.1 SAMPLE CODE

package databaseconnection;
import java.sql.*;

public class databasecon

{
static Connection con;
public static Connection getconnection()
{
try
{
Class.forName(" com.mysqgl.jdbc.Driver");
con =
DriverM anager.getConnection(*jdbc:mysgl://local host:3306/employe”,"root"," sk");
}
catch(Exception €)
{
System.out.printin("class error");
}
return con;
}
}
<%@ page
import="java.util.date.* java.util .text. DateFormat.* ,java.text.ParseException.* " %>
<%@page

import="com.oreilly.servlet.* java.sgl.* javalang.* ,databaseconnection.* java.text. SimpleDa
teFormat,java.util . *" %>

<%@ page import =
"java.util.Date,java.text.SimpleDateFormat,j ava.text. ParseException” %>

<html>
<head>
<title>Untitled Document</title>

<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">

12
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</head>
<body>
<%
SimpleDateFormat sdf1 = new SimpleDateFormat("HH:mm:ss™");
Caendar cal = Calendar.getlnstance();
String st=(sdf1.format(cal.getTime()));
String ans=request.getParameter("ans’);
session.setAttribute("ans”,ans);
String name=(String)session.getAttribute("un");
String fname=null;
String fnamel=null;
try
{
Class.forName("'com.mysqgl.jdbc.Driver");

Connection con =
DriverManager.getConnection(*jdbc:mysgl://local host: 3306/foxcomputing”,"root”," admin”);

PreparedStatement ps=con.prepareStatement (" select from1,tol from signup where
name=""+namet+""");

ResultSet rs=ps.executeQuery();
while(rs.next())
{
fname=rs.getString("from1");
fnamel=rs.getString("tol");
}
}
catch(Exception €)
{
out.printin(e.getMessage());
1 %>
<%

SimpleDateFormat formater = new SimpleDateFormat("HH:mm:ss");

13
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Date b=formater.parse(fname);
Date c=formater.parse(fnamel);
Date a=formater.parse(st);
if((a.after(b))& & (a.before(c)))
{
response.sendRedirect("ans_check.jsp");
}
else{
response.sendRedirect("file_download.jsp");
}
%>
</body>

</html>

CMRTC
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5. SCREENSHOTS
5.1 HOME PAGE

This is the registration page where the user sign’s up with his/her credentials.

D fag computing - Mozilla Firetox

B Bt Y HRoy  Qedkedts  ods B
l@lmcm‘ww x|t b 5 l + |

L3 il | B bcdhot:roso e oo vUTITG rerg > |- F| A resdbed -

Fog Computing: Mitigating Insider Data Theft Attecks in the Cloud

home yenas wdroin war

Registeration

Name

Passwerd.

l

|
Coxform passwerd [
Emarl 1d: [
Mobide no: ]
Address: l
T rrom: 11 M il >

Secarizy questions [—choose your question—

Avswel, [

Irgmies

.5;'.75{;{2 o Loonee g Coay Ton g Fag Core, 0 saonso. G T /O nwmm

—

Screenshot 5.1: Home Page of Mitigating Data Thefts
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5.2 USER LOGIN PAGE

User Logins through credentials given during registration.

D feg computing - Mozilla Firefox

B B Wev Moy Gedkeads  Toeds Heb
IBlo;mo.l.n; W Lt s ) l +

& dl | F oot SGEF OO MIUITTIG e oy “ 10 S| & Fetag -

Fog Computing: Mitigating insider Data Theft Attacks mn the Cioud

Ferny sl atmin

Login

Der rommw Iwraih

F— [uuu

——
‘4.8tart S & fog coepu u Tores e Fag v, Q anrge aer,

Screenshot 5.2: User Login Page of Mitigating Data Thefts
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5.3 FILE UPLOAD PAGE

Uploading of datais done here by the user for future access.

D fog conputing - Mozilla Firetox

B BdC Yy Moy  Gedkeabs  Jods B
lvacm’ww < e Tsh ; l +

- il | B oot roso oo EUT G ek sl oy > - 7| M resbi -

Fog Computing: Mitigating insider Data Theft Attacks in the Cloud

homs up mad oot { by shengs pavyword wvaw aler!

Fileupload

|35

— :
+4.8tart ® Doanee ) fog comp gl Fag Covg.. . 0 saonso. & T &% mm

Screenshot 5.3: File Upload Page of Mitigating Data Thefts
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5.4 SECURITY QUESTION PAGE

Here the user is asked security question for which he/sheis distinguished as real user
or hacker.

D fog computing - Mozilla Firstox
B BOC Yy H2ory  Qeokeaks  Lods B
l@vwcmwn} x A‘__:MMI& - l +

& T e p—— St B R

Fog Computing: Mitigating insider Data Theft Attacks in the Cloud
homs upsad oot { by thengs pavyword waw aler!

security question

I. Wier ts yoar fovoriee movie/ I
u""v’
>
. <>

+J start ® Doanee &) fo comp B o d fag Cavg,. . 0 saonio. G TR W 1sm

Screenshot 5.4: Security Question Page of Mitigating Data Thefts
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5.5MY FILESPAGE

The user can download the file through this page. Real user gets actual file and
attacker gets decoy file.

lepcomputlve MesaFiwlon = ®%
S 'HR R i ek 5 Tew
| Bl o comptng | b et - | |

& aill | o ocahoet RGO MG G downkist “ o o 4| W Feachage =

Fog Computing: Mitigating insider Data Theft Attacks in the Clowd

hami et el il dhangs paceesrd whaw alsrl el

view files

11 Bpeming sap

shicii a! YordPad Dooment
fraamt: hitpflacaha st BOED

What chin i Prafio da weth Hhic it

(3] Dpan Wik | wor dPsdd T Fpphcation
17 Saven Rl
7] Doithis ptorstical b for Fiss s this from nos or

[ oo || cews |

P N (| =T

& Gocugeard 2 Fog-ooamp L‘ Fag Camp.:. 'ﬁ [T N N 'H T [ 3 R R ]

Screenshot 5.5: My Files Page of Mitigating Data Thefts
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5.6 VIEW ALERT PAGE

In this page, the user or admin can see how many real users accessed your profile and
how many attackers tried to access.

i) fag oo plifing - Moxilla Firedos
Ble- Edc Wan  Hgoory Hpoknidks  Jeds  Heip
|E|In:|-:m'n.ma | b T - |+
L 2 al ¥ iocalhaot P o MR T TG s MY EET & M rechad =

Fog Campiting: Mitigating msider Data Theft Atbacks i the Cloud
home Larimar] el by thenes payword waw alorl spnaal

Daca Misuge

rierErms FRal LEsr attackar

L L B R B B B

B w SRR o -w |l == -

L‘ Fag oo . 'ﬁi;mnl:-:r.. g TR oam

Screenshot 5.6: View Alert Page of Mitigating Data Thefts
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5.7 PASSWORD CHANGE PAGE

Here, the user can change hig/her password if detects some other person using the
credentials to access files.

D fop conputing - Mozilla Firetox
B B Vv Mgty Gedkeaks  Tods B
| to3 caro.tma e 1 AR,

&~ il | & ooahoct SR F O OMUITTI ekt S8 ¢ R | ® Pt~

Fog Computing: Mitigating insider Data Theft Attacks m the Cloud

home uplead wyliles change password view alor!

password change

Wi passwerd: *nnclh

pow pasiwerd) lno“u.

& Dcoanes & 2 Fast ary. Q-m.-r.& G Y& ™ ainy

Screenshot 5.7: Password Change Page of Mitigating Data Thefts
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5.8 USER DETAILS PAGE

Admin keepstrack of al the user details with their credentials.

i ] Pag compuiling - Mozilla Firedox

Ble Edt Yen Hgbary  Bedkniakr  Tods  HEp
| Bl o campeting w || b Teh AL

&= il | P et RO G OOHEUTING) it Sl L & W Feachade =

Fog Computing: Mitrgating insider Data Theft Attacks in the Clowd

e delail Up A dhelaii

USER DETALS

r.u!.-n.l-rj-n-ul ro | SRS T ERR LR

rovosi m Gl o | WRAARG2T HEELRTE]

Knjegmailoemm | PRISEHLT LRALERLE

Fefore (B Gyl s oo | FEAITEIRT [ERiTHIT]

Screenshot 5.8: User Details Page of Mitigating Data Thefts
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59 VIEW FILESPAGE

All files are viewed here by the user, whatever he/she uploaded.

i) fag oo plifing - Moxilla Firedos
B BAC Wen HEfany o Hpdkniak:  Jedd  Hep
|Elmm‘m.ma b b Tt - |+

* Ml | F ocabot rosi oo |8l - s & W reschad =

Fog Compirting: Mitigating insider Data Theft Attocks in the Cloud
hame Lerimar] el by thenes payvwnrd waw alorl

rissr files

waur lasw gaecess ime 140000 ta 180000

FEHhE RG] ik Tlie

2T ES Elick DeiE

UL -5 ik P e

BAEEIE lich, P

224810 phigk herg

PR3 plick Fere

BATE-RE-1 plik he e

AT -BE-1 olich bwn

W Docunine 51 P poamu b R o . el por. B TR ® Do
= - -

Screenshot 5.9: View Files Page of Mitigating Data Thefts
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5.10 UPLOAD DETAILS PAGE

Admin keepstrack of all the upload details and itsfiles

i) fag oo plifing - Moxilla Firedos
Ble- Edc Wan  Hooory Qpoknidks  Jeds  Heip
|Elm-:mwm SR O < |+

i “,I ¥ oot B0 OO MR T TGN ol < i- x _.-l'n resdhadt ™

Fog Campirting: Mitigating msider Data Theft Attacks i the Clourd

v el upinad dhelail wmEnal

frleupload detans

palaai TS
o TS
R T
wimaih MOG-25
Wil WIS
wimath i V.05
FIER RS
WA L TTr-aE. IS
MO -2
WIS
TR 4-15
pIERERS

LA, LI b A1) [
rg Glart W Do i 1 2 Egat e} R o Tl Earnk g g T R® oam

Screenshot 5.10: Upload Details Page of Mitigating Data Thefts
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6. TESTING

6.1 INTRODUCTION TO TESTING

The purpose of testing is to discover errors. Testing is the process of trying to
discover every conceivable fault or weaknessin awork product. It provides away to check
the functionality of components, subassemblies, assemblies and/or afinished product. It is
the process of exercising software with the intent of ensuring that the Software system
meets its requirements and user expectations and does not fail in an unacceptable manner.
There are various types of test. Each test type addresses a specific testing requirement.

6.2 TYPESOF TESTING
6.21 UNIT TESTING

Unit testing involves the design of test cases that validate that the internal program
logic is functioning properly, and that program inputs produce valid outputs. All decision
branches and internal code flow should be validated. It isthe testing of individual software
units of the application .it is done after the completion of an individua unit before
integration. Thisis a structural testing, that relies on knowledge of its construction and is
invasive. Unit tests perform basic tests at component level and test a specific business
process, application, and/or system configuration. Unit tests ensure that each unigque path
of a business process performs accurately to the documented specifications and contains
clearly defined inputs and expected results.

6.22 INTEGRATION TESTING

Integration tests are designed to test integrated software components to determine
if they actually run as one program. Testing is event driven and is more concerned with the
basic outcome of screens or fields. Integration tests demonstrate that although the
components were individually satisfaction, as shown by successfully unit testing, the
combination of components is correct and consistent. Integration testing is specifically

aimed at exposing the problems that arise from the combination of components.
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6.2.3 FUNCTIONAL TESTING

MITIGATING DATA THEFTS

Functional tests provide systematic demonstrations that functionstested are available as

specified by the business and technical requirements, system documentation, and user manuals.

Functional testing is centred on the following items:

Valid Input
Invalid Input
Functions

Output

Systems/Procedures

- identified classes of valid input must be accepted.

- identified classes of invalid input must be rejected.

: identified functions must be exercised.

- identified classes of application outputs must be exercised.

: interfacing systems or procedures must be invoked.

Organization and preparation of functional tests is focused on requirements, key

functions, or special test cases. In addition, systematic coverage pertaining to identify Business

process flows; datafields, predefined processes.

6.3 TEST CASES

6.3.1 UPLOADING FILES

Test case ID | Test case name | Purpose Test Case Output

1 User uploads | Useit for future | Theuser uploadsa | Uploaded
file access particular file Successfully

2 User uploads | Useit for future | The user uploads| Uploaded
2" file access another file Successfully

CMRTC
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6.3.2 DETECTION

MITIGATING DATA THEFTS

Test case ID | Test casename | Purpose Input Output

1 Detectiontest 1 | To check if the | If theuser Loginsinthe| It predicts as
user is real or | wrong mentioned time | attacker and
attacker. or gives wrong security | sends decoy file

answer.

2 Detectiontest 2 | To check if the | If the user loginsin the | It predicts as a
user is real or | correct mentioned time | real user and
attacker. and gives correct sends actual file.

security answer.
27
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7.CONCLUSION & FUTURE SCOPE

7.1 PROJECT CONCLUSION

We present a novel approach to securing personal and business data in the Cloud. We
propose monitoring data access patterns by profiling user behavior to determine if and
when amaliciousinsider illegitimately accesses someone’s documentsin a Cloud service.
Decoy documents stored in the Cloud alongside the user’s real data also serve as sensors
to detect illegitimate access. Once unauthorized data access or exposure is suspected, and
later verified, with challenge questionsfor instance, we inundate the maliciousinsider with
bogus information in order to dilute the user’s real data. Such preventive attacks that rely
on disinformation technology, could provide unprecedented level s of security in the Cloud

and in social networks model.

The constraints are met and overcome successfully. The system is designed as like it
was decided in the design phase. The project gives good idea on developing a full-

fledged application satisfying the user requirements.

The system is very flexible and versatile. Vaidation checks induced have greatly
reduced errors. Provisions have been made to upgrade the software. The application has
been tested with live data and has provided a successful result. Hence the software has

proved to work efficiently.

7.2 FUTURE SCOPE

In future we can add lot of security measuresto prevent datatheftsfrom unknown users.
The software can be developed further to include alot of modules because the proposed
system is developed on the view of future. We can still make the application more dynamic
in the future. We can connect to other databases by including them.
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Abstract: - Cloud computing promises to significantly
change the way we use computers and access and store our
personal and business information. With these new
computing and communications paradigms arise new data
security challenges. Existing data protection mechanisms
such as encryption have failed in preventing data theft
attacks, especially those perpetrated by an insder to the
cloud provider.

Wepropose a different approach for securing datain the
cloud using offensive decoy technology. We monitor data
access in the cloud and detect abnormal data access
patterns. When unauthorized access is suspected and then
verified usng challenge questions, we launch a
disinformation attack by returning large amounts of decoy
information totheattacker. Thisprotectsagainst the misuse
of the user’s real data. Experimentsconducted in alocal file
setting provide evidence that this approach may provide
unprecedented levels of user data security in a Cloud
environment.

Keywords: Fog Computing, Insider Threat, User Behaviour
Profiling, Decoys

I. INTRODUCTION

Businesses, especialy sartups, smal and medium
businesses (SMBSs), are increasingly opting for outsourcing
data and computation to the Cloud. This obviously supports
better operational efficiency, but comes with greater risks,
perhaps the most serious of which are data theft attacks.

Data theft attacks are amplified if the attacker is a malicious
insider. This is considered as one of the top threats to cloud
computing by the Cloud Security Alliance [1]. While most
Cloud computing customers are well-aware of this threat, they
are left only with trusting the service provider when it comesto
protecting their data. The lack of transparency into, let alone
control over, the Cloud provider’s authentication,
authorization, and audit controls only exacerbates this threat.
The Twitter incident is one example of adatatheft at- tack from
the Cloud. Several Twitter corporate and personal documents
were ex-filtrated to technological website TechCrunch [2], [3],
and customers’ accounts, including the account of U.S.
President Barack Obama, were illegally accessed [4], [5].

The attacker used a Twitter administrator’s password to gain
access to Twitter’s corporate documents,

hosted on Google’s infrastructure as Google Docs. The damage
was significant both for Twitter and for its customers.

While this particular attack was launched by an outsider,
stealing a customer’s admin passwords is much easier if
perpetrated by a malicious insider. Rocha and Correia outline
how easy passwords may be stolen by a malicious insider of
the Cloud service provider [6]. The authors also demonstrated
how Cloud customers’ private keys might be stolen, and how
their confidential data might be extracted from a hard disk.
After stealing a customer’s password and private key, the
malicious insider get access to al customer data, while the
customer has no means of detecting this unauthorized access.
Much research in Cloud computing security has focused on
ways of preventing unauthorized and illegitimate access to data
by developing sophisticated access control and encryption
mechanisms. However, these mechanisms have not been ableto
prevent data compromise. Van Dijk and Juels have shown that
fully homomorphic encryption, often acclaimed asthe solution
to such threats, is not a sufficient data protection mechanism
when used alone [7].

We propose a completely different approach to securing the
cloud using decoy information technology, that we have come
to call Fog computing. We use this technology to launch
disinformation attacks against malicious insiders, preventing
them from distinguishing the real sensitive customer datafrom
fake worthless data. In this paper, we propose two ways of
using Fog computing to prevent attacks such as the Twitter
attack, by deploying decoy information within the Cloud by the
Cloud service customer and within personal online social
networking profiles by individual users.

Il. PROPOSED SYSTEM

Numerous proposals for cloud-based services describe
methods to store documents, files, and media in a remote service
that may be accessed wherever a user may connect to the
Internet. A particularly vexing problem before such services are
broadly accepted concerns guarantees for securing a user’s data in
amanner where that guarantees only the user and no one else can
gain access to that data. The problem of providing security of
confidential information remains a core security problem that, to
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date, has not provided the levels of assurance most people desire.
Many proposals have been made to secure remote data in the
Cloud using encryption and standard access controls. It is fair
to say all of the standard approaches have been demonstrated
to fail from time to time for a variety of reasons, including in-
sider attacks, mis-configured services, faulty implementations,
buggy code, and the creative construction of effective and
sophisticated attacks not envisioned by the implementers of
security procedures[8]. Building atrustworthy cloud computing
environment is not enough, because accidents continue to
happen, and when they do, and information gets lost, there is
no way to get it back. One needs to prepare for such accidents.
The basic idea is that we can limit the damage of stolen data
if we decrease the value of that stolen information to the
attacker. We can achieve this through a ‘preventive’
disinformation attack. We posit that secure Cloud services
can be implemented given two additional security features:

1) User Behavior Profiling: It is expected that accessto a
user’s information in the Cloud will exhibit a normal
means of access. User profiling is a well-known
technique that can be applied here to model how, when,
and how much a user accesses their information in the
Cloud. Such ‘normal user” behavior can be continuously
checked to determine whether abnormal accessto auser’s
information is occurring. This method of behavior-based
security is commonly used in fraud detection
applications. Such profiles would naturaly include
volumetric information, how many documents are
typically read and how often. These simple user- specific
features can serve to detect abnormal Cloud access based
partially upon the scale and scope of datatransferred [9].

2) Decoys:. Decoy information, such as decoy documents,
honey files, honeypots, and various other bogus
information can be generated on demand and serve as a
means of detecting unauthorized access to information
and to ‘poison’ the thief’s ex-filtrated information.
Serving decoys will confound and confuse an adversary
into believing they have ex-filtrated useful information,
when they have not. This technology may be integrated
with user behavior profiling technology to secure a user’s
information in the Cloud. Whenever abnormal access to
a cloud service is noticed, decoy information may  be
returned by the Cloud and delivered in such away asto
appear completely legitimate and normal. The true user,
who is the owner of the information, would readily
identify when decoy information is being returned by the
Cloud, and hence could alter the Cloud’s responses
through a variety of means, such as challenge questions,
to inform the Cloud security system that it has
inaccurately detected an unauthorized access. Inthe case
wherethe accessiscorrectly identified as anunauthorized
access, the Cloud security system would deliver
unbounded amounts of bogus information to the
adversary, thus securing the user’s true data from
unauthorized disclosure. The decoys, then, serve two
purposes:

(1) validating whether data access is authorized when abnormal
information access is detected, and
(2) confusing the attacker with bogus information.

We posit that the combination of these two security features
will provide unprecedented levels of security for the Cloud. No
current Cloud security mechanism isavailablethat providesthis
level of security.

We have applied these concepts to detect illegitimate data
access to data stored on alocal file system by masgueraders,
i.e., attackers who impersonate legitimate users after stealing
their credentials. One may consider illegitimate access to Cloud
data by a rogue insider as the malicious act of amasquerader.
Our experimental resultsin alocal file system setting show that
combining both techniques can yield better detection results,
and our results suggest that this approach may work in a Cloud
environment, as the Cloud is intended to be as transparent to
the user as a local file system. In the following we review
briefly some of the experimental results achieved by using this
approach to detect masquerade activity in alocal file setting.

I11. EXPERIMENTS AND DISCUSSION

A. Combining User Behavior Profiling and Decoy Technology
for Masguerade Detection

1) User Behavior Profiling: Legitimate users of acomputer
system are familiar with the files on that system and wherethey
are located. Any search for specific filesis likely to betargeted
and limited. A masquerader, however, who gets access to the
victim’s system illegitimately, is unlikely to be familiar with
the structure and contents of the file system. Their search is
likely to be widespread and untargeted.

Based on this key assumption, we profiled user search
behavior and developed user models trained with a one- class
modeling technique, namely one-class support vector machines.
The importance of using one-class modeling sems from the
ability of building aclassifier without having to share datafrom
different users. Theprivacy of the user and their dataistherefore
preserved.

We monitor for abnormal search behaviors that exhibit
deviations fromthe user baseline. According to our assumption,
such deviations signal a potential masguerade attack. Our
previous experiments validated our assumption and
demonstrated that we could reliably detect al simulated
masquerade attacks using this approach with a very low false
positive rate of 1.12% [9].

2) Decoy Technology: We placed traps within the file
system. The traps are decoy files downloaded from a Fog
computing site, an automated service that offers several types
of decoy documents such as tax return forms, medical records,
credit card Satements, e-bay receipts, etc. [10]. The decoy files
are downloaded by the legitimate user and placed in highly-
conspicuous locations that are not likely to cause any
interference with the normal user activities on the system. A
masquerader, who is not familiar with the file system and its
contents, is likely to access these decoy files, if he or sheisin
search for sensitive information, such as the bait information
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embedded in these decoy files. Therefore, monitoring access to
the decoy files should signal masquerade activity on the system.
The decoy documents cary a keyed-Hash Message
Authentication Code (HMAC), which is hidden in the header
section of the document. The HMAC is computed over thefile’s
contents using a key unique to each user. When a decoy
document is loaded into memory, we verify whether the
document is a decoy document by computing aHMAC based on
al the contents of that document. We compare it with HMAC
embedded within the document. If the two HMACs match, the
document is deemed a decoy and an alert is issued.

The advantages of placing decoys in a file system are three-
fold: (1) the detection of masquerade activity (2) the confusion
of the attacker and the additional costs incurred to distinguish
real from bogus information, and (3) the deterrence effect
which, although hard to measure, plays a significant role in
preventing masquerade activity by risk-averse attackers.

3) Combining the Two Techniques: The correlation of
search behavior anomaly detection with trap-based decoy files
should provide stronger evidence of malfeasance, and therefore
improve a detector’s accuracy. We hypothesize that detecting
abnormal search operations performed prior to an unsuspecting
user opening a decoy file will corroborate the suspicion that the
user isindeed impersonating another victim user. This scenario
covers the threat model of illegitimate access to Cloud data
Furthermore, an accidental opening of  a decoy file by a
legitimate user might be recognized asan accident if the search
behavior is not deemed abnormal.  In other words, detecting
abnormal search and decoy traps together may make a very
effective masquerade detection system. Combining the two
techniques improves detection accuracy.

Weuse decoys as an oracle for validating the alertsissued by
the sensor monitoring the user’s file search and access
behavior. In our experiments, we did not generate the decoyson
demand at the time of detection when the aert was issued.
Instead, we made sure that the decoys were conspicuous
enough for the attacker to access them if they were indeed
trying to dea information by placing them in highly
conspicuous directories and by giving them enticing names.
With this approach, we were able to improve the accuracy of
our detector. Crafting the decoys on demand improves the
accuracy of the detector even further. Combining the two
techniques, and having the decoy documents act as an oracle
for our detector when abnormal user behavior is detected may
lower the overall false positive rate of detector.

We trained eighteen classifiers with computer usage data
from 18 computer science students collected over a period of 4
days on average. The classifiers were trained using the search
behavior anomaly detection described in a prior paper [9]. We
also trained another 18 classifiers using a detection approach
that combines user behavior profiling with monitoring accessto
decoy files placed in the local file system, as described above.
We tested these classifiers using simulated masquerader data.
Figure 1 displays the AUC scores achieved by hoth

detection approaches by user model*. The results show thatthe
models using the combined detection approach achieve equal or
better results than the search profiling approach alone.

AUC Comparison By User
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Fig. 1. AUC Comparison by User Model for the Search Profiling and Integrated
Approaches

The results of our experiments suggest that user profiles are
accurate enough to detect unauthorized Cloud access [9]. When
such unauthorized access is detected, one can respond by
presenting the user with a challenge question or with adecoy
document to validate whether the access was indeed
unauthorized, similar to how we used decoys in a local file
setting, to validate the alertsissued by the anomaly detector that
monitors user file search and access behavior.

IV. CONCLUSION

In this postion paper, we present a novel approach to
securing personal and business data in the Cloud. We propose
monitoring data access patterns by profiling user behavior to
determine if and when a malicious insider illegitimately
accesses someone’s documents in a Cloud service. Decoy
documents stored in the Cloud alongside the user’s rea data
aso serve as sensors to detect illegitimate access. Once
unauthorized data access or exposure is suspected, and later
verified, with challenge questions for instance, we inundate the
malicious insider with bogus information in order to dilute the
user’s real data. Such preventive attacks that rely on
disinformation technology, could provide unprecedented levels
of security in the Cloud and in social networks.
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